Teppopusm B HTEpHETE

CoBpemeHHoOe 001IecTBO — 3TO 001mecTBo nHpopmarmonHoe. Ceiuac KakIbIi
YeJI0BEK MOXKET OBJIAICTh 000K nH(pOopMaIeil 1 B OrpOMHOM KOJIMYECTBE.
Kazanocsk Obl, 1101 TOCTUTIIN COBEPIIEHCTBA 3HAHUS — JIOCTYITHO BCE, BCE MOKHO
y3HaTh — HAJI0 TOJIBKO 3alTH B SIHAEKC WU MOTYTJIUTb.

I'maBHOE, npaBUIBbHO BBECTH 3ampoc. Ho He BCAKOE 3HAHME HECET HACTOSIIEE
3HaHHE U HE BCskas nHpopmarus nose3Ha. MHbopManinonHas peBOIIOIUS BMECTE
CO BCEMU MPEUMYIIECTBAMU MIPUHECIA U CEPhE3HbIE TPOOIEMBI B cepe
oO1ecTBeHHOM Oe3onacHocT. B mepByto ouepeib 3TO KacaeTcsi pacnpoCTPaHEHUS
Teppopusma B IurepHere. [1o nanabsiM HanlmoHaIbHOTO aHTUTEPPOPUCTUIECKOTO
komurera PO, B HacTos1ee BpeMs B MUPE JEUCTBYET OKOJIO 5 ThICAY UHTEPHET-
CaliTOB, aKTUBHO UCIOJIb3YEMbIX TEppOopUcTaMu. Yuciao noprasios,
00CITY>KHUBAIOIINX TEPPOPUCTOB U UX CTOPOHHUKOB, IIOCTOSIHHO PACTET.

B oanoii u3 crareii o Teppopusme, onyonukoBanHoi B CILIA, Obuta Takas ¢pasa:
"Ecnu u ecth uTo-TO, uTo ®BP HeHaBunut Oonbie, yuem Ycamy OeH Jlamena, Tak
3TO TO, Korja ¥Ycama OeH JlajgeHn HaunHaeT nojs3oBaThesa MHTEpHETOM".
JIeCTBUTENBHO, TEPPOPU3M — ITO CTPAIIHOE U TII00ATHHOE SBJICHHE YKE CaMO 10
cebe, a Korjia TeppOPUCTHI UCTIONB3YIOT €IlIe U II100aIbHYI0 CETh KaK Opy»Kue
BO3JIEVCTBUS HA MAaCChl — IOJIy4aeTCsl BIBOWHE cTpamHo. Teppopusm B HTEpHETE
— OYEHb JUHAMUYHOE SBJICHUE, Web-CalThl BHE3AITHO MOSBIISIFOTCS, YACTO MEHSIOT
dbopmar, a 3aTeM Tak e CTPEMUTETBHO UCUYe3aloT.

Bo MHOrux ciyyasx 3To JIMilb BUAUMOCTh UCUE3HOBEHU S, MEHSIETCA JIUIIb aJIPEC
caiita, COJIEp>KaHUE OCTAETCA MPEKHUM. 3a4aCTyI0 TEPPOPUCTUUECKUE CAUTHI
UMEIOT 3apyOeXXHOT0 IpoBaijiepa, MOITOMY Ha MPAKTUKE MOTYy4aeTcs, YTO UX HE
TaK-TO JIETKO 3aKkpbITh. Tak Poccust Bropoit rog tpedyer, yToOsl JInuTBa 3aKphiia
npouedyeHckui canT "KaBkaz-L{eHTp", XOCTUHT KOTOpOMY MPEIOCTABICH
autoBckoi kommnanneil ELNETA.

ITo cBoeit npupone MHTEpHET BO MHOTMX OTHOUIEHUAX — UAEATBHOE TOJIE
NEeATebHOCTU TEPPOPUCTUUECKUX OpraHu3anuii. BceMupHas ceTh npuBiIeKaeT
BO3MOKHOCTBIO CBOOOTHOTO JIOCTYTa, HEBBICOKON CTOMMOCTBIO CBSI3H,
OTCYTCTBUEM LIEH3YPbI U APYrux (OpPM rocyJapCTBEHHOTO KOHTPOJIS,
AHOHMMHOCTBIO (YTO BaKHEE BCET0), OBICTPOM Tiepenayueit nHbopMaIu,
OTPOMHOM ayIUTOPUEH, TEXHUUECKUMU BO3MOXKHOCTSIMH, HAKOHEII.

Kaxoso codeporcanue meppopucmuueckux caiimos?

Kax mpaBuiio, caiiT cogepxut uadopmaiuio 06 KICTOPUN OPraHU3alluU U €€
NENUCTBUSX, IETAIbHBIN 0030p COLMATBHBIX U MOTUTUYECKUX UCTOKOB, OTUET O
HamboJee 3aMeTHBIX Jiefax, Ouorpaduio TUAEpOB, OCHOBATENECH U TEPOEB,
CBEJICHHMS O MOJUTUYECKUX U UJICOJOTHUECKUX LENSX, JKECTKYIO KPUTUKY Bparos,
U TEKYIME HOBOCTH.

3auacTyro TeppopHucTUYECKasi OpraHu3alns n300pakaeTcst Kak MOCTOSTHHO
npecieayemasi: ee JUuAephl MOABEPraroTCs MOMbITKaM YOUNHCTBA, MOCIEI0BATEIIH
apeCTOBBIBAIOTCS, CBO0O/1a BRIPAKEHUSI OTPAHUIHBACTCSI.



Takas TakTHKa, H300pa)karolas OpraHu3alo MajleHbKOM, c1adoil u
peciielyeMOli MOIIbIO CHIIBHOIO TOCY1apCTBa, PACCUUTAaHA HA IPUBJICUECHUE
«COYYBCTBYIOIIUX» MOCTIEA0BATEIECH.

UsieHbl IBUKEHUS MIIW OpTraHU3allMU MPEJCTABIISIOTCS OOpIaMu 3a CBo0oYy,
UCTOIb3YIOIIMMH HACHIJIME ITPOTUB UX JKEJIaHUs, TOTOMY YTO 0€3)KaJIOCTHBIHN Bpar
YILIEMJISIET ITpaBa U JOCTOMHCTBO JIFOJIEH.

Bpar naBmxeHus Win OpraHu3alii — HACTOSIINI TEPPOPUCT, MHOKECTBO CATOB
HacTtauBaroT: ‘“‘Haille HACKUIMEe HUYTOXXHO IO CPABHEHUIO C €ro arpeccueit”. 1o
HauOosiee O0IUiA apryMeHT.

TeppopucThl nepekiaabiBaeT OTBETCTBEHHOCTD 3a HaCKIME ¢ ce0s Ha IPOTUBHUKA,
KOTOpBIl OOBUHSAETCS B IEMOHCTPAIIMU 3BEPCTBA, )KECTOKOCTH U
OC3HPAaBCTBEHHOCTH.

Mpb1 00paTUIIUCh K OJHOMY U3 TEPPOPUCTUUECKUX CAUTOB.

Baenrne oH BIIOJIHE 1EMOKPAaTUYECKUM, OPUEHTUPOBAH HA 3alaJHBIN ITyTh
Pa3BUTHS, KOTOPBIM CUNTAET €IMHCTBEHHO MIPABUJIbHBIM, MpEjiaraet
CTpOUTENLCTBO Poccy Ha OCHOBE 3amaiHbIX TYMaHUCTHYECKUX LIEHHOCTEH C
OPU3HAHUEM HEPYIIMMOCTH JIEMOKPATHYECKHUX MIPaB U CBOOOJ, YaCTHOM
COOCTBEHHOCTU U CBOOOIHOM PHIHOYHOM 2KOHOMUKH. Ho B cBOEH
"PeBoOIMOHHOM ITpOrpaMMe " pyKOBOAUTEND JBUKECHUS IPU3BIBAET K
oraeneHuo Yeunu ot Poccun, xxectko kputukyer [IpaBurensctBo PO, arutupyer
K 0opb0e ¢ HeBepHbIMHU U TIpouee. [1ono6HbIX pecypcoB MHOro. U Bce oHn
COJIEP>KAT CCBUIKU Ha APYTHE TEPPOPUCTUUECKUE OpraHU3aLINH.

TeppopuCThl UCNIONIB3YIOT OTKPBITOCTh LIMBUIM30BAHHOTO MUpA JJISl PEAIM3aLuN
CBOMX Liesied. PaHplie uM ObLIO TpyJIHEE OPraHU30BbIBATH U UCIIOJIHSTh
TEPPOPUCTUUYECKUE AKThI U3-3a PACCTOSAHUS U KOOpAnHaNuA nerctBuil. Ceituac
TaKuX MpoOJieM HeT.

C nomorpro MHTEpHETA NPECTYNHUKHA MOTYT COIJIacoBaTh BPEMSI, MECTO
npoBenieHus TepakToB. Tak cepBuc Google Maps gaetr oueHb MHUPOKUE
BO3MOXXHOCTH JIJIs1 BCEX Mojb3oBareneil intepuera 0e3 UCKiIoueHus,
IPEIOCTaBIIsAS B OTKPHITOM JOCTYIIE€ CITyTHUKOBBIE CHUMKH U KapThl JII000H
mecTHOCTH. [Ipu TeppopucTUyeckoi aTake B MHIAUKCKOM ropoae MymoOaun
UCToNIb30BaJics UMEHHO cepBuc Google Maps u 6marogapst HogpoOHOCTSIM,
KOTOpPBbIE MOKHO U3YUYHUTh C €r0 OMOILBIO, TEPPOPUCTHI IUIAHUPOBAIU CBOU
neiictus. [loaTomy kanupopHUKCKHE KOHTPECCMEHBI TIPEIOKUIN HEKUI 3aKOH
AB-255, cornacuo kotropomy B Google Maps Hy>XHO pa3MbIBaTh U300pakKeHHE
OTIpEEICHHBIX 001acTel, YTOObI UX HEIb3sl ObUIO AeTabHO U3y4aTh. K Takum
00BEKTaM OTHOCSTCS IIKOJIbI, LIEPKBH, OOJIBHULIBI U TPABUTEIbCTBEHHBIE
COOPY>KEHUS.

BmecTo HUX 3aKOHOAATENH MPEAIaraloT CO3epLAaTh IBETHBIE pa3MbIThIE MSTHA.
HoBoBBeneHre He 3anpenaeT JIAsIM ONPEAEISITh HAlIPaBICHHE MaplIpyTOB, HO
BEHTWISIHMOHHBIE OTBEPCTHS U JIU(TOBBIE IIAXTHI HE JOJKHBI OTOOpaXaThCs Ha
3KpaHe. JTO NMpaBWIbHBIN 11ar B 60pb0e ¢ Teppopusmom. Ho He cienyer
3a0bIBaTh, 4TO U 0€3 mpennaraemoro Google cepBuca, 10cTaTh KapThl
MHTEPECYIOIIE MECTHOCTH B Hallle BpeMs He cocTasisieT Tpyaa. Co



CIYTHUKOBBIMM CHUMKaMH HEMHOTI'O CJIO’KHEE, HO U UX TIPU JKETaHUU J0CTaTh
BIIOJIHE BO3MOJKHO.

CrpamrHee Bcero To, 4To 00€BUKH Pa3MEIIalOT Ha CailTax PyKOBOJCTBA IO
U3TrOTOBJIEHUIO 00OMO, OpYXUsl, OpraHU3alMKi TEPAKTOB U TIP.

Brnaznenbiipl caliToB, KOTOpPBIE BHIBEIIUBAIOT NOJOOHBIE HHCTPYKIIMH, OOBIYHO
n30eraroT HaKa3aHusl, yTBEPKasi, YTO HE OHU SBJISIIOTCS aBTOPAMH PYKOBOJCTB U
YTO OHU HE MPU3BIBAIOT UCIIOIH30BATh JAHHYIO HH(POPMAIMIO Ha MPAKTHUKE.
TeppopuCThl MOTYT aTaKOBaTh WM MPOHUKHYTh BHYTPb KOMITBIOTEPHBIX CUCTEM
Pa3JIMYHBIX YUPEKICHUN.

[TocneacTBust 3TOro MOryT OBITH Pa3HOOOpa3HbIE: MOCTPAAATh MOT'YT BOCHHBIE,
pa3BenbIBaTEIbHbIE, MEIULIMHCKUE CITYKObI, TPAHCTIOPTHBIE U (DMHAHCOBbBIE
cuctemsl U T.71. [loTeHnnanpHbie MacTaObl KHOEPTEPPOPU3MA Y>KACHBI,
MIOCKOJIbKY OHM MOT'YT BHECTHU Xa0C B JEHCTBUS HE TOJIBKO rOCYAapCTBEHHBIX, HO U
KOMMEPYECKUX CTPYKTYp, Mapaln30BaB, HaIpUMep, 0aHKOBCKHE OTIepaIiH.
Uto0OBI BO3/ICMCTBOBATH HA JIIOJIEH, TEPPOPUCTHI UCTIONB3YIOT TICHUXOJIOTHYECKYIO
aTaKky, KOTOpas 3aKJIF04AeTCs B PACIIPOCTPAHEHUHN YTPO3, HAPABJIEHHBIX HA TO,
YTOOBI IOCEATH CTPaX M OLIYLIEHUE OECIIOMOIIHOCTH, PACIPOCTPAHEHUH
y’KacaroluX U300pakeHNi CBOUX JICHCTBUH KakK, HAIPUMEp, BUACO3aIICh
yOuiicTBa aMmepuKaHCKOTro )ypHanucTa J{pHuana Ilepna nunamu, 3aXxBaTUBIIMMU
€ro B IUIEH, KOTOPYIO BBUIOKHIIM Ha HECKOJIBKUX BeO-calfTax.

TeppopuCThI TakKe MOT'YT HA4aTh IICUXOJIOTUYECKHUE ATAKU ITOCPEACTBOM
KubepTeppoprsmMa, a TOUHee, CO3AaHHsI ONAaCeHUM yrpo3bl COBEPIICHHS TAKUX
nevictBuil. “Kubepcrpax’™ BOZHMKAET U3 OECIIOKONWCTBA 00 yIpo3e KOMITbIOTEPHBIX
HanaJeHuil (HampuMep, NaJieHus CaMOJIETOB, BBIBOJA U3 CTPOSI CHCTEM
yTpaBJICHUs BO3YILIHBIM JIBUKEHUEM, COOEB B CUCTEME HallMOHAIBHON
ASKOHOMMKH MyTEM HapyLIEHUS] KOMIIBIOTEPHBIX CUCTEM, PETYIUPYIOLIUX
¢dboHIOBBIE OMPKU U T.11.), KOTOPOE YCUITMBAETCS HACTOJIBKO, YTO OOIIECTBO
HAYMHAET BEPUTh, UTO aTaKa CIYYUTCH.

Kak u apyrue nonuruueckue opranu3aluu, TEPPOPUCTUYECKHUE TPYIIIIbI
UCTOIB3YIOT CETh JUIsl onoiaHeHust pouaos. Jlemorpaduueckue nannusie HTEpHET
— moJp30Barenel (mojfydyaemble, HapUMep, U3 TUYHOU MH(OpMaIK, BBEICHHON B
OHJIAlH aHKeTy WK OJIaHK 3asBKH) MO3BOJISIOT TEPPOPUCTAM HIIEHTUPUIIUPOBATH
OTHOIIEHUE ayJTUTOPUU K TOW WIIM UHOU Mpolieme.

C nomMoIIbI0 CETH PYKOBOAMUTENN TEPPOPUCTHUECKHUX CAUTOB OCYLIECTBISIOT COOp
JICHEXKHBIX CPEJICTB Ha MOAJIEPKKY INPECTYIIHBIX ONEPALAii, Ha COIEpPKAHUE
OOEBHKOB.

TeppoprcThl HCHOAB3YIOT B CBOMX LIESAX M PEKJIAMHBIE BO3MOXKHOCTH ceTu. VM
OUYE€Hb BBITOJHO NPENABATH CBOUM JICHCTBUSM TJIACHOCTb, HE MPUBJIEKAs MPHU 3TOM
TeJIEBUICHUE, paano win nedataeie CMU, 4ro caenars ropas3io cioxkHee.
Jlenaercs 9T0 1715 3aIyTUBaHUs TOTEHIIMATBHBIX BparoB. YToObI MPUBIIEYD
CTOPOHHHKOB, & INIABHOE, MOJIOAEXKb, CAUTHI TEPPOPUCTUUECKUX OPTaHU3ALMI
YacTO BBINOJIHAIOT (PYHKIIMKM UHTEPHET-Mara3uHoB: OHH MPEAJIaraioT KyluTh
¢naru, GyTOONKH, TUTAKATHI, 3HAYKH, ayJITM0- U BUIC03AMUCH C UX CUMBOJIHUKOMH.
WNHrepHer cran 61arogaTtHOM NOYBOW U ISl paclpoCTpaHEHUs CIyXO0B. TepakTsl,
coBepiieHHbIe B MockBe BecHoM 2010 roga, akTMBHO 00CYXK/IaJIUCh B YaTax,



6siorax u ¢popymax: O4eBU/ILbI WJIM YYaCTHUKU CTAHOBWIMCH UYTh JIU HE
«3BE€3/1aMH», IIBITASICh MOJAEIUTHCS NEPEKUTHIMU BIIEUATICHUSMH, TOPOI
INpUyKpallrBas CBepIIMBILEecs. B ceTu cranu nosBiIsIThCs CIyXu 00 OpraHu3aluu
TEpaKTa, €ro pykoBoguTessix. Hekoropble u3 HUX ObUIM OYEHBb JAJTIEKH OT
peabHOCTH, TEM HE MEHEe MOIyYalld MOJJEPKKY OOIIECTBEHHOCTH.

Takum 00pa3oM, TeppopUCTHUECKOE JIBHKEHNE B IHTepHETe — 4eTKO
CIUTAHMPOBAHHOE NICUXOJIOTMYECKN HAIIPABIEHHOE BO3/IEHCTBUE HA HACEJIEHUE, U
OPTraHMU30BbIBAIOT €r0 CHELMAIIBHO MTOATOTOBICHHBIE JIIOIU, 0013 1a011e
OIpEACICHHBIMU 3HAaHUSAMU. FIMEHHO OHU HAIPaBJISIOT «TOJITY», OCOOEHHO
BO3/EHMCTBYS Ha TE€X, KTO UMEET HEC(POPMHUPOBABIIIEECS] MUPOBO33PEHHE, U KTO HE
OTIPEAENIUIICA CO CBOMM MPETHA3HAYCHUEM B JKU3HMU.

Kak 6opotscs ¢ Teppopuzmom? Tewm ke MeToa0oM — HHPOPMUPOBAHUEM.
TeppopHCThI HCTIONB3YIOT JIOKHYI0 HH(POPMALUIO C IIETBI0 BEPOOBKHU. Y MUPHOTO
HaceNeHus TOJDKHO ObITh MH()OPMHUPOBAHHE C LENBIO 3HAHUS — YTO TaKOE
TEPPOPU3M, KaK OH IIposBIIsieTcsl B IHTEpHETE, KaKue CallThl CyLIECTBYIOT, KAKOBa
UX 1L1€JIb, K YEMY MPUBOIAUT yHacCTHE B MOJOOHBIX TPYNIUPOBKAX U Mpouee. 3HAaHUE
paBHO OpykHI0. UeoBeka 3Ha0IIEro U OCBEJOMIIEHHOI'O HE TaK IMPOCTO COUTH C
yTH.

Kpowme Toro, ¢ TeppopuzMoM HaZi0 OOPOTHCS HA MUPOBOM YPOBHE - COTPYAHUYATh
B 00J1aCTH NIPABOBOM B3aUMOMNOMOIIH, 0OMEHA pa3Be/IbIBATEIbHBIMU JIaHHBIMH.
Heobxoanmo npuHsTHE €AMHBIX 3aKOHOB 10 00pPHOE C MPECTYMHOCTHIO B
KOMIIBIOTEPHOH cepe ¢ TeM, YTOOBI pacciaeioBaHUE MPECTYIICHUH U CIeICTBUE
10 TAKUM YTOJIOBHBIM JI€JIaM ITPOBOAMINCEH Obl HE3aBUCUMO OT HAllMOHAJIbHBIX
IPAHHIL.

IIpaBoOXpaHUTENBHBIM OpraHaM BayKHO MPOAOKATh U3YYEHHE U KOHTPOJIb
TEPPOPUCTUUECKUX JAeHCTBU B IHTepHETE, a TaKkKe MOUCK MEP MO0 OrPAHUYECHHUIO
UCIIOJIb30BaHUS ITOU CPE/Ibl COBPEMEHHBIMU TEPPOPUCTAMH.

«BoOpyXUTHCS» 3HAHUSIMU O TEPPOPU3ME, €r0 UCTOPHH, 00
AHTUTEPPOPUCTUYECKHUX YUCHUSIX MOXKHO Ha caiTewww.atcsng.ru. «O0e3BpeuTh
KHOEepTeppOpUCTa MOKHO MOCPEACTBOM IEKTPOHHON NoUTHI Ciy>KOBI IO 3a1uTe
KOHCTUTYLIMOHHOT'O CTPOs U O0ph0€ ¢ TEPPOPU3MOM: WIIK HA OPULIMATIEHOM caiiTe
®CB - www.fsh.ru/fsb/supplement.htm.



